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Secure Embedded Living Framework (SELF)

 Aim: Is it possible to protect your privacy?
- Itis possible via control the data packet flow?
- Smart Homes
* Technologies:
- Data Communication (IP packets) — To embed rules.
- Blockchain — To improve data protection.
— Cloud/fog platform
- Machine Learning — Better insights.
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The SELF Architecture Overview

Updates From Blockchain and ML
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Execution Environments Example
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Disclaimer: The country and company names used in this paper are purely for
research purposes and to make our scenarios applicable. No one should infer other
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Control over Network Traffic

e Control connectivity of each execution environment individually
- Regions (e.g. EU, EEA, US, BRICS, ...)
- Countries (e.g. NO, DK, DE, AT, HR, ...)
- Used hardware (e.g. Cisco, Huawei, ZTE, ...)
- Networks (by Autonomous System number, e.g. Telenor, Optus, A1, ...)

* |deal: support by the network providers
* Realistic: Dynamic setup of Virtual Private Networks (VPN)

- Multiplexing of traffic to hide traffic patterns
- Traffic shaping + dummy traffic to camouflage traffic patterns
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