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A very brief introduction to computer networks
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A very brief introduction to computer networks:

Packets

* The Internet works by
using packet forwarding

- Data is encapsulated into small packets
(usually up to ~1,500 bytes)

- Sent independently over the network
— Original payload is decapsulated from

the packets

* Nicely observable e.g. in W

y-E4 Capturing from wip4s0.
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

BEREIQ > >KIF

iIreshark

No.  Time Source Destination Protocol
100 185.196.89

Length

Info

58 Echo (ping) request

9.34 31,255 5 58 Echo (ping) reply
13231 .100 185.196.89. ICHP, HiPerConTracer 58 Echo (ping) request
13431, . 185. .34 172.31,255. ICMP, HiPerConTracer 58 Echo (ping) reply
151 32. 708 .100 185.196.89. ICMP, HiPerConTracer 58 Echo (ping) request
152 32. . 185. .34 172.31.255. ICMP, HiPerConTracer 58 Echo (ping) reply
185 33. . 172.31.255.100 185.196.89. ICMP, HiPerConTracer 58 Echo (ping) request

» Frame 119: Packet, 58 bytes on wire (464 bits), 58 bytes captured (464 b.
» Ethernet II, Src: Intel 94:fa:2f (3c:6a:a7:94:fa:2f), Dst: VantivaConne_(
- Internet Protocol Version 4, Src: 172.31.255.160, Dst: 185.196.89.34
9100 .... = Version: 4
.... 0101 = Header Length: 20 bytes (5
» Differentiated Services Field: 0x00
Total Length: 44
Identification: Ox6de2 (28130)
» 010, .... = Flags: 0x2, Don't frag
...0 0000 0000 0000 = Fragment Off
Time to Live: 64
Protocol: ICMP (1)
Header Checksum: 0x9e84 [validatiol
[Header checksum status: Unverifie
Source Address: 172.31.255.100
Destination Address: 185.196.89.34
» [Destination GeoIP: NO, ASN 16065,
[Stream index: 7]

- Internet Control Message Protocol
Type: 8 (Echo (ping) request)
Code: 0
Checksum: ©x1159 [correct]
[Checksum Status: Good]

Identifier (BE): 45390 (Oxbide)
Identifier (LE): 20145 (©x4ebl)
Sequence Number (BE): 40984 (0xa018)

Sequence Number (LE): 6304 (x18a0)

[Response frame: 120]

- HiPerConTracer Trace Service
Magic Number: 0xe0762636
send TTL: 64
Round: 0
Checksum Tweak: Oxb9ef
send Time Stamp: Jun 10, 2025 18:51:11.029445725 UTC

d8 d8 e5 Ge 88
00 2c 6d e2 40
0020 59 22 08 00 11
b9 ef 15 53 bb

© 7 wipds0: <live capture in progress> Packets: 45454 - Displayed: 28 (0.1%)

i
id=0xdabs,
id=0xdabs,
id=0xdabs,
id=0xdabs,
94 3c 6a a7 ¢
00 40 01 ©e ¢
59 bl 4e a0
b1 ff 3f c4

Profile: Default

What is the impl

ication on performance?
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A very brief introduction to computer networks:
Latency

* Transporting packets takes time

- Transmission: speed limitis ¢
(c=3*10"8 m/s)!

- Processing
— Congestion

How long does packet transport take?
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A very brief introduction to computer networks:
Round-Trip Time and “Ping”

* Let’s measure the round-trip time!

- Get current system time t;

b 4 -: ping — Konsole v oA X

- Send a packet to a remote server s Gy

PING 185.196.89.34 (185.196.89.34) 56(84) bytes of data.
64 bytes from 185.196.89.34: icmp_seq=1 tt1=56 time=6.30 ms
- Remote Server SendS a response 64 bytes from 185.196.89.34: icmp_seq=2 tt1=56 time=8.74 ms
64 bytes from 185.196.89.34: icmp_seq=3 ttl=56 time=7.72 ms
64 bytes from 185.196.89.34: icmp_seq=4 tt1=56 time=7.58 ms

— 1 64 bytes from 185.196.89.34: icmp_seqg=5 tt1=56 time=8.86 ms
Get Current SyStem tlme t2 [4 bytes from 185.196.89.34: icmp_seq=6 tt1=56 time=16.8 ms
6

64 bytes from 185.196.89.34: icmp_seq=8 tt1=56 time=7.63 ms
64 bytes from 185.196.89.34: icmp_seq=9 tt1=56 time=9.20 ms

] ] 4 bytes from 185.196.89.34: icmp_seq=7 tt1=56 time=8.77 ms
- Round-trip time: RTT =t; -t

* This is the purpose of the “Ping” tool

- Also a test for network connectivity

What about the routes taken by the packets?
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A very brief introduction to computer networks:
Traceroute

* |P has a “Time-to-Live” (or “Hop Limit”) field in its header
- Decremented each time a packet is forwarded (by a router)

- |If it reaches O:

* The packet is dropped (prevents infinite loops)
 An ICMP “Time Exceeded” error message is sent to the sender

- |dea: send packet sequence, with increasing Time-to-Live (Hop Limit)
— Collect responses => list of routers + actual destination

* This is the purpose of the “Traceroute” tool

Naive idea: Continuous run of Ping+Traceroute from different PCs
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The Challenge:
Large-Scale, Continuous Measurements

* Many different implementations/variants of Ping and Traceroute

- Different ways of collecting the time stamps, different accuracies
— Occurrence of load balancing in the networks

- Different ways of error handling

— Security limitations

e Collection and management of results
- Not just a few MiB or GIiB, let’s collect manyTiBs data - big data!

A proper solution for this challenge is needed: HiPerConTracer!
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The Solution:
HiPerConTracer — High-Performance Connectivity Tracer

* High-volume, high-frequency Ping/Traceroute/etc. framework

— Multi-transport-protocol support
(ICMP, UDP, TCP)

— High-precision packet timestamping

- Database import and export
(MariaDB, PostgreSQL, MongoDB)

- Measurement node/collector scripting
(monitoring, rev. tunnel, sync.)

* Open source!

Connectivity Tracer

H erConTracer

Homepage: https:/lwww.nntb.no/~dreibh/hipercontracer/
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HiPerConTracer Framework Live Demo!

f Measurements Storage M Analysis b
Vantage Points Database Researcher égaé]&gaé
o Access High-Performance
_aliPercon — HiPerConTrac.e-rs
\ . 9 |:| U\ @Connxctim’ty Tmcer@ %
S _py py e
uery
Processing
_ - AN _ J
Homepage: https:/lwww.nntb.no/~dreibh/hipercontracer/
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Installing HiPerConTracer is simple!

 From sources (it is Open Source!)

- Git: https://github.com/dreibh/hipercontracer
 From PPA binary packages, e.g.:

- Ubuntu:
sudo apt-add-repository -sy ppa:dreibh/ppa
sudo apt install -y hipercontracer-all

- FreeBSD:
sudo pkg install -y hipercontracer

e Of course, there iIs detailed documentation available:

https://github.com/dreibh/hipercontracer/blob/master/README.md
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Running HiPerConTracer is easy!

* Asimple test: Ping to SimulaMet in Stensberggata 27, Oslo
sudo hipercontracer --destination 185.196.89.70 --ping

How is your RTT to Oslo?

* This works for IPv6 as well, and parameters can be shortened:
sudo hipercontracer -D 2a02:f0:2:8504::70 --ping

* |t even works with multiple addresses:
sudo hipercontracer -D 185.196.89.70 -D 2a02:10:2:8504::70 -P

 HiPerConTracer has a detailed manpage with documentation!
man hipercontracer

 And it has shell completions -
just press the TAB key to suggest and complete options!
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Let’s try some further endpoints

 Examples:
- [@Beijing: 101.6.15.130, 2402:f000:1:400::2 (mirrors.tuna.tsinghua.edu.cn/)
- @lDunedin: 139.80.137.41 (dns-1.otago.ac.nz)
- MHannover: 193.99.144.80, 2a02:2e0:3fe:1001:302:: (www.heise.de)
- X Papeete: 202.3.225.10 (ns1.mana.pf)

- mmSplit: 161.53.167.47 (www.fesb.unist.hr)
- ESTampa: 131.247.1.40, 2607:fe50:0:102::2 (ziggy.usf.edu)

* |tis possible to read destinations from a file (--destinations-from-file)!

Reading the output is confusing — why not saving it into files?
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A Measurement Setup

* Specify targets (list of IP addresses)

* Adata directory: /home/<user>/data . .
* Run HiPerConTracer: 101.6.15.130
131.247.1.40

sudo hipercontracer \ 139.80.137.41
-# 12345678 -P \ 161.53.167.47
--destinations-from-file ping.list \ 193.99.144 .80
--resultstransactionlength 60 \ 202'3 é25 i@
--resultsdirectory /home/<user>/data 24@é:%@@0;1:400: .9

e Starts new file every 60s 328;5;28952(’:%6;?302. _
(--resultstransactionlength parameter) R B

* Wait until a file is finished (.tmp extension removed)!
Also see the HiPerConTracer manpage for option details!
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There are more results options!

* Set a measurement ID (-# <number>),
e.g. to identify a vantage point

» Specify compression (-C <compression>), e.g:
None, GZip, BZip2, XZ (default), ZSTD (from HiPerConTracer 2.1!)

* Hierarchical storage in directories (--resultstimestampdepth), e.g.:
<Year>/<Month>/<Day>, <Year>/<Month>/<Day>/<Hour>

* Other services (e.g. Traceroute) and protocols (e.g. ICMP, UDP)
* Plenty of service-specific options ...

How to view the results?

simula NCORNET simulamet



Viewing a Results File

e Just display a file:

hpct-viewer <file>

B ——— R
#P1 0 10,444 1.6 0 1847f1613999b395 0 0 44 44 3 0 0 255.116666aa 269 Q32000 9 162399768 16 483 162190756
0 0 40 oY 6 00c424a 0 0 44 44 3 O 0 b‘\WLﬁ\vﬂ‘- 0 04194 058 01 129454444 0380
0 10 9., 80 41 1847f161399dce76 0 0 44 44 3 O 0 h6666a8 7452 213 O 012426 314910804 -

0 10 3 6 60 0 0 a 0 0 2911666480 643405109 70 494 4 -

9 10 03.99.144.80 1847f16139a0674b 0 0 44 44 3 e 666620 6562 3449 939 244870 4349103 -

R 10 91.6 9 1847f161759236b1 0 O 44 44 a3 0 Q 253 11666682 31482 85 914 6 47 162106567 16206
e

* Want to process the results in own programs, e.g. as CSV file?
- hpct-results Ping-ICMP-*.xz -0 ping.csv

e |tis also possible so specify compression and separator:
- hpct-results Ping-ICMP-*.xz -0 ping.csv.gz -s,

See the HiPerConTracer manpage for file format descriptions!
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A Database Setup

* Choose your preferred DBMS
MariaDB/MySQL, PostgreSQL, MongoDB

 Set up DBMS, prepare database, schemata, users, permissions

- SQL: https://github.com/dreibh/hipercontracer/tree/master/src/SQL
- NoSQL: https://github.com/dreibh/hipercontracer/tree/master/src/NoSQL

e Cl test run scripts, used for automated setups:
https://github.com/dreibh/hipercontracer/tree/master/src/TestDB

* Do the setup properly, particularly with security in mind!

See the HiPerConTracer documentation, and DBMS tutorials!
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How to Test a Fully Configured HiPerConTracer Setup?

e Just download a VirtualBox VM image, with your preferred OS!

— Ubuntu Linux / Debian Linux PO
- Fedora Linux “ »
- FreeBSD

e Each VM includes:

- Fully configured MariaDB database setup

- Development tools installed

— A fully-configured KDE desktop

simula
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