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Abstract—The fifth generation (5G) of wireless communication
offers gigabit-per-second speeds, ultra-low latency, and massive
device connectivity. However, the introduction of network func-
tion virtualization (NFV), software-defined networking (SDN),
network slicing, and mobile edge computing (MEC) has also
created a complex security frontier. Addressing these chal-
lenges requires continuous and realistic validation of defenses
in controlled experimentation environments. In this paper, we
present an open-source, low-cost, fully software-based 5G testbed
designed as a cyber range platform for security research and
education. Built upon the OpenAirInterface (OAI) framework
and commercial off-the-shelf hardware, the testbed supports
an end-to-end 5G Stand-Alone (SA) deployment with gNodeB,
core network, and user equipment (UE). It enables reproducible
experimentation that may demonstrate a broad range of security
scenarios, including privacy and tracking-based vulnerabilities
like capturing user identifiers, as well as availability attacks such
as Denial of Service (DoS) attacks targeting core network func-
tions. The paper outlines our reproducible implementation and
shares our experiences in building and operating the platform as
a cyber range.

Index Terms—5G Testbed, Cyber Range, Security, Experimen-
tation, Virtualization, Open-source.

I. INTRODUCTION

The fifth generation (5G) of wireless communication marks
a revolutionary leap forward, offering gigabit-per-second
speeds, ultra-low latency, and the capacity to connect billions
of devices. More than an incremental upgrade, 5G serves as
critical infrastructure for transformative applications such as
autonomous transportation, remote surgery, smart cities, and
the Industrial Internet of Things (IIoT) [1].

The architectural innovations that give 5G its power—
network function virtualization (NFV), software-defined net-
working (SDN), network slicing, and mobile edge comput-
ing (MEC)—also create a complex security frontier. Unlike
the centralized, hardware-centric design of 4G, the distributed
and virtualized architecture of 5G expands the attack sur-
face, exposing new entry points for malicious actors [2].
Security is no longer about protecting a fixed perimeter,
but about securing a dynamic ecosystem of virtual network
functions (VNFs), diverse IoT devices, interconnected cloud
environments, and supply chains. The potential consequences
of a breach now extend beyond data theft, to the disruption of
critical infrastructure and threats to public safety.

Addressing these challenges requires moving beyond tradi-
tional, reactive measures towards proactive, continuous, and
realistic validation of defenses. Testbeds and experimentation
environments are essential for modeling the 5G ecosystem,
emulating attacks, and evaluating security solutions before
deployment. However, many existing testbeds remain costly,
closed, or restricted to large industrial consortia, limiting
access for the broader research community.

To address this gap, we present an open-source, low-cost,
fully software-based 5G testbed for security experimentation
and cyber range applications. Built upon the OpenAirInter-
face (OAI) framework and commercial off-the-shelf software-
defined radio hardware, it provides an end-to-end 5G Stand-
Alone (SA) deployment with a gNodeB, core network, user
equipment and pre-packaged monitoring tools. Its modularity
and openness enable reproducible experimentation and hands-
on learning. The testbed supports scenarios such as IMSI
catching [3], C-RNTI association [4], and other privacy- and
tracking-based vulnerabilities [5]–[7], as well as availability
attacks at network functions of the core, like database at-
tacks [8], DoS attacks on critical VNFs [9] and bypassing
traffic isolation [10]. This makes it a valuable cyber range
platform for both research and teaching.

The main contributions of this paper are:
1) An overview of related 5G security testbeds, positioning

our work within ongoing efforts in both academia and
industry;

2) The design and implementation of an open-source, low-
cost 5G Stand-Alone (SA) testbed, including hardware,
software, and configuration guidelines for reproducible
experimentation;

3) A demonstration of the testbed’s use as a cyber range plat-
form, supporting realistic attack and defense scenarios,
such as capturing user identifiers and exploiting mobile
core vulnerabilities;

4) Lessons learned from deploying and operating the plat-
form in a research and educational setting.

Through this work, we aim to lower the barrier for conduct-
ing rigorous, hands-on 5G security research, and to show how
open testbeds can support the development of more secure
mobile networks. The implementation is shared on GitHub1.

1https://github.com/simula/oai-cn5g-fed/tree/cset-2025
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II. RELATED 5G TESTBEDS FOR SECURITY
EXPERIMENTATION

A variety of testbeds have been presented by both the
research community and industry to conduct 5G security
research. While all share the goal of enabling security exper-
imentation, they differ in deployment size and access type:
some are large-scale open infrastructures for realistic end-
to-end studies, while others are proprietary or lightweight
platforms designed for reproducibility.

Under the EU’s 5G Public-Private Partnership (5G-PPP),
projects such as 5G-ENSURE [11], 5GZORRO [12], and
5GENESIS [13] have advanced secure and trustworthy 5G ar-
chitectures. These initiatives introduced testbeds that validated
technologies like network slicing, virtualization, and multi-
tenancy, and provided security enablers including encryption,
authentication, and access control. Importantly, they exposed
open interfaces to foster experimentation and innovation in 5G
security.

In the U.S., several large-scale platforms also support
5G security experimentation. POWDER–RENEW [14], COS-
MOS [15], and AERPAW [16] provide programmable envi-
ronments for testing protocols, threat models, and IoT/UAV
use cases, while collaborative initiatives such as the NCCoE
5G Security Testbed [17] and the CTIA 5G Security Test
Bed [18] offer controlled settings for evaluating interoperable
cybersecurity solutions with commercial-grade infrastructure.

Alongside these, smaller university-led testbeds provide
focused, reproducible environments. At UC Berkeley, a 5G
security testbed [19] built on OpenAirInterface enables stud-
ies of attacks such as denial-of-service, eavesdropping, and
slicing threats, together with evaluations of encryption and
authentication mechanisms. Northeastern University’s Colos-
seum [20] uses a large number of software-defined radio
hardware to support reproducible experiments in areas such
as physical-layer security, jamming resilience, and secure
spectrum management. These academic platforms complement
larger initiatives by targeting specific 5G security challenges
in flexible, controlled environments.

Our testbed is a university-hosted, open-source platform
intended primarily to enable other institutions to reproduce
a functional 5G Standalone (SA) testbed for security ex-
perimentation. To that end, we publish configuration files,
Docker Compose examples, VM image builders, and step-
by-step deployment scripts. This reproducibility emphasis
differentiates our contribution from (i) large industry-driven
infrastructures (e.g., POWDER, CTIA), which primarily pro-
vide multi-tenant, high-performance facilities, and (ii) very
large emulators (e.g., Colosseum), which focus on large-scale
radio emulation. While those platforms support education and
research, they often do not provide a compact, documented
recipe for deploying a local, low-cost, end-to-end SA setup
using OAI and COTS SDR hardware. Our testbed therefore
complements existing facilities by (a) offering a documented,
reproducible software stack and build process suitable for
universities with modest budgets, and (b) providing curated
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cyber-range lab exercises and tooling targeted at security
teaching.

III. TESTBED IMPLEMENTATION

The primary goal of our testbed is to support research
on service assurance [21], anomaly detection [21], bottleneck
identification [22], and resilience for emergency services. Such
a variety of research topics requires support for different
network setups, software installations, as well as configuration
variants.

We describe the implementation and configuration of our
testbed based on a typical example of a 5G core with 3 dif-
ferent slices, illustrated in Figure 1. This example in form
of Docker Compose configuration to instantiate the core, the
corresponding configuration files, as well as helpful scripts,
are available via Git: https://github.com/simula/oai-cn5g-fed,
tag “cset-2025”. This repository is based on the upstream Ope-
nAirInterface repository for convenient merging of upstream
changes. The network configuration allows connectivity to the
local testing facility as well as to other cloud resources for
UE/gNodeB simulation.

A. Data Centers and Lab Structure

The structure of our testbed is illustrated in Figure 2. To
achieve sufficient scale and multi-tenancy, we deploy the 5G
core networks within our own, private cloud infrastructure.
This virtualization infrastructure consists of Proxmox2, Open-

2Proxmox: https://www.proxmox.com.
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Stack3, as well as Kubernetes4 setups, hosted in two physically
separate data centres in Oslo, Norway. That is, we have ample
compute resources for long-term hosting of different 5G core
networks for multiple projects.

Physical Software Defined Radio (SDR), gNodeB hardware
and UEs are located outside the data centers in a campus
location accessible by researchers and students. This local
testing facility environment is shared among different projects
and researchers, and connected as needed to one or more of
the 5G core networks within our private cloud infrastructure.
Each 5G core environment uses its own VLAN and private IP
subnet.

B. Custom Base Images and Containers

While instantiating a Docker Compose configuration is well
documented in OAI examples, the novelty in our work is the
supporting tooling we developed for our research environment.
First, to assure reproducibility of results, we use customized,
self-built base images for all of our containers and VMs.
Second, to increase usability, we modify the OAI containers to
include a basic set of experimentation tools (to be explained
in Subsection IV-A).

To prepare base images for virtual machines (VM) and
containers, we developed an automated installation frame-
work based on Packer5. It consists of a hierarchy of project
definitions (e.g. “Minimal”, “Basic, “Development”, project-
specific variants, etc.) and corresponding installation scripts,
which are executed in sequence to perform automated in-
stallations. A particular feature of this system is the support
for multiple Linux and FreeBSD operating system versions.
This is convenient for work with OAI and its experimental
branches, which may require different Linux versions for
different components of core and RAN components. Our base
image building scripts are available as open source via Git at
https://github.com/simula/nornet-vmimage-builder-scripts.

C. Shell Session Management

After the 5G core component images are instantiated, there
are multiple configuration and management tasks that need
to be performed. For this purpose it is convenient to use
Konsole6, the default terminal emulator of the KDE7 desktop
environment. It allows to run multiple shell sessions (console
tabs) to different 5G core components. A tab configuration
file can specify title and command to run for each tab. For
this purpose, we developed the script make-tabs to extract the
core network configuration from the Docker Compose file, and
generate Konsole tabs configurations, with suitable tab titles
and ordering as shown in Figure 3. In addition to login shells,
it also generates a variant displaying a following log instead.
That is, with a single command on a GUI-based development

3OpenStack: https://www.openstack.org.
4Kubernetes: https://kubernetes.io.
5Packer: https://developer.hashicorp.com/packer.
6Konsole: https://konsole.kde.org.
7KDE: https://www.kde.org.

system, it is possible to open remote shells to, or logs of, all
components in a single window.

A further helpful feature of Konsole is to broadcast key-
board input to all open tabs. Keyboard shortcuts for turning
this feature on or off are configured in our GUI-based VM vari-
ants. When turned on, the same commands could be provided
to all components simultaneously, e.g. installing/configuring a
program or rsync’ing measurement data. However, using this
feature to provide commands to various root shells has to be
used with care, since the effect of mistakes may be multiplied
as well.

D. Subscriber Database Access

The Unified Data Management (UDM) is the 5G core
network function responsible for managing subscriber data and
authentication-related information. UDM requires a database
as storage backend, which in the OAI core is typically based
on a MySQL8 server. This database stores the subscriber
database, including the SIM-card subscription data for the UEs
registering into the 5G core. In our implementation, instead of
deploying an Oracle Linux MySQL container as in the OAI
examples, we instead use a Ubuntu MySQL container, since
it allows the same container customization as used for our
OAI containers. The database can be managed directly via the
command-line MySQL client and submit SQL commands, or
GUI-based SQL clients such as DBeaver9, which also supports
establishing SSH tunnels for remote management.

E. Management and Orchestration

In cloud-based virtualized setups, management and orches-
tration (MANO) plays a central role. In earlier LTE testbeds,
we employed Open Source MANO10 (OSM), which provides
a robust framework for instantiating and maintaining network
service (NS) instances composed of VNFs in the underlying
virtualization infrastructure, along with integrated monitoring
of deployed components. For these LTE testbeds, we devel-
oped VNFs and NSs based on the OAI LTE core [23], enabling
4G testbeds by instantiating VMs for the four LTE components
and building the LTE stack from source according to user
configuration.

Applying the same approach to the OAI 5G testbed proved
less efficient. Due to OAI’s rapid development cycle with
frequent parameter changes and updates to upstream config-
uration files, this method became time-consuming and error-
prone, requiring continuous maintenance of the VNF and NS
implementations to remain compatible with the evolving OAI
core.

To address this, we instantiate a single high-performance
VM with the corresponding network setup, based on pre-
defined VM templates. A pre-installed Docker environment
within the VM then enables testbed users to deploy their
desired OAI 5G core directly via Docker Compose.

8MySQL: https://www.mysql.com.
9DBeaver: https://dbeaver.io.
10Open Source MANO (OSM): https://osm.etsi.org.
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Figure 3. Konsole screenshot in a 5G core setting.

The VNF and NS implementations are open source and
available in https://github.com/simula/5gvinni-oai-ns.

F. Radio Access Network

The Radio Access Network (RAN) is the crucial part of the
5G lab. In our setup, we employ one gNodeB to which the
UEs connect.

1) gNodeB: Our OAI gNodeB implementation provides
the software component of the gNodeB, interacting with the
underlying Software-Defined Radio (SDR) hardware for the
actual radio transmission and reception. The raw signals are
processed by a Field Programmable Gate Array (FPGA) on
the SDR hardware and forwarded between the OAI gNodeB
running on an Intel Core i9-12900K PC equipped with Mel-
lanox ConnectX-4 Lx dual-port 10 Gbit/s-Ethernet card, and
the SDR hardware. While OAI supports various SDR devices,
for our testbed we use two popular device types built by
Ettus11:

• Ettus USRP B210: These widespread and relatively in-
expensive devices connect to the PC via USB 3.0. They
offer sufficient performance for LTE, but only limited
speed for 5G New Radio (5G NR). That is, while suitable
for testing, they cannot provide the full 5G throughput.

• Ettus USRP N310: These devices deliver full perfor-
mance for 5G NR. However, they require a 20 Gbit/s
connectivity between the PC and the device, and their
advanced hardware makes them relatively expensive.

Ettus provides the open source libuhd library12, which
enables the OAI gNodeB to access these devices. Although
libuhd is available in Ubuntu repositories, the packaged ver-
sions are often outdated, so we configure the gNodeB to fetch
and build a specific libuhd version (typically the latest) directly
from source.

11Ettus: https://www.ettus.com.
12libuhd: https://github.com/EttusResearch/uhd.

2) User Equipment: Our research focus is on 5G, i.e. we
use 5G Stand-Alone (5G-SA) cores. Since most commercial
off-the-shelf (COTS) smartphones are designed for 5G Non-
Stand-Alone (5G-NSA) networks, which require an additional
LTE setup, they cannot reliably connect to an OAI 5G-SA
core. To avoid this added complexity and overcome the lack
of debugging features in COTS devices, we utilize Quectel
RM50xQ-G modems as our UEs. These modems connect
seamlessly to our 5G-SA networks, and they also offer a
console access to submit well-documented AT commands [24].
It is therefore possible to debug connectivity issues, as well
as to retrieve metadata such as signal strength.

IV. EXPERIMENTATION AND CASE STUDIES

A. Custom Tools for Experimentation

As part of the custom base image preparation, our VMs
and containers are equipped with the basic Unix tools such as
ping, traceroute, tcpdump, joe, htop, less, etc. We
also add some lesser-known tools, which are very convenient
and used for our research, that need some further explanation:

• SysStat13 collects and stores performance data, e.g. CPU
and memory utilizations, I/O statistics, etc. It is helpful
to track the resource usage of components.

• T-Shark14 is the command-line version of Wireshark,
a powerful protocol analyzing tool. Unlike the basic
tcpdump, it provides dissectors for various protocols.
In the context of 5G cores, it particularly can decode all
control traffic within the network.

• System-Tools15 provides a collection of system manage-
ment tools, including utilities for formatted printing and
automated editing of files. These are helpful for pro-
cessing and maintaining the testbed setup configurations.
Another feature is the display of login banners, which can

13SysStat: https://sysstat.github.io.
14Wireshark/T-Shark: https://www.wireshark.org.
15System-Tools: https://www.nntb.no/∼dreibh/system-tools.
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be used to prominently indicate the type of component,
e.g. “AMF” or “gNodeB”, as well as project branding.
While this may appear to be unnecessary decoration, it
serves a clear purpose: when working with root logins
across dozens of components, it is easy to mix up
login sessions and issue commands to the wrong system.
Clear identification of each session helps to prevent such
mistakes and avoid time-consuming configuration errors.

• TSCTP16 is a simple Stream Control Transmission Pro-
tocol (SCTP) [25] connectivity testing tool. It can be
convenient for debugging issues with SCTP connectivity
(e.g. between gNodeB and AMF).

• HiPerConTracer17 [26], [27] (High-Performance Connec-
tivity Tracer) is an advanced tool for high-precision
network round-trip-time measurements (like ping) and
route tracing (like traceroute), with support of in-
kernel packet timestamping, multi-homing, as well as
different transport protocols (TCP, UDP, ICMP). It also
provides various results storage options, including import
into a database. Particularly of interest are the UDP
round-trip-time measurements, to evaluate application-
layer latencies between the network components.

• NetPerfMeter18 [28], [29] (Network Performance Meter)
is a transport protocol performance evaluation tool. It
supports SCTP as well as multi-path transport using
Multi-Path TCP (MPTCP) [30]. Another feature is the
ability to configure the congestion control algorithm,
which is useful for evaluating transport performance from
a UE perspective.

• DynMHS19 (Dynamic Multi-Homing Setup) monitors
route changes and synchronizes them into additional, per-
interface routing tables. It also monitors additions and
removals of IP addresses on interfaces, and configures
IP routing rules so that new addresses map to the corre-
sponding routing tables. This enables a UE with multiple
network connections to apply multi-path transport with
MPTCP, or to selectively use a specific network for a
socket by binding the socket to a certain address. For
example, a NetPerfMeter or HiPerConTracer experiment
can use the modem connection via a 5G core, while all
unrelated traffic is routed over an Ethernet connection to
avoid disturbing the experiment.

All mentioned software packages are open source, and
either provided directly by Ubuntu repositories, or available
via the Personal Package Archive (PPA) “dreibh/ppa” on
Launchpad20. This makes them easy to install and maintain
using the system’s package management.

B. Case Study: Cyber Range Platform for University Students

Our goal is to set up a cyber range platform and develop
ethical hacking tools for training university students in cyber-

16TSCTP: https://www.nntb.no/∼dreibh/tsctp.
17HiPerConTracer: https://www.nntb.no/∼dreibh/hipercontracer.
18NetPerfMeter: https://www.nntb.no/∼dreibh/netperfmeter.
19DynMHS: https://www.nntb.no/∼dreibh/dynmhs.
20Launchpad: https://launchpad.net.

attack scenarios and security enablers. The training will cover
attacks within both the RAN and the Core network, focusing
on vulnerabilities and functionality introduced or popular-
ized with 5G, such as those related to edge-cloud networks.
The training scenarios include attacks on individual network
functions as well as on the underlying hosting infrastructure.
Another set of scenarios is attempting to compromise a specific
network slice, or evaluating how compromising one slice may
impact other slices. These slice scenarios capture both attacks
on individual network functions and the compromise of an
entire slice, including cases where a malicious actor seeks to
operate a legitimate slice.

A final goal is to share this educational platform with
other local universities, allowing a wider student population to
benefit from it. In the sequel, we present two demonstrations
which are ideal for a student laboratory exercise and showcase
the platform’s capabilities and teaching potential.

1) RAN Attack – Capturing the Unique User Identifier:
One of the most common RAN attack scenarios is capturing
the Unique User Identifier Number of a subscriber, which
enables an attacker to track the victims’ location and intercept
or disrupt their communications. This is a well-known short-
coming, present in several generations of mobile networks.
Nevertheless, it has been only partially addressed in 5G.

The IMSI (International Mobile Subscriber Identity) is the
Unique User Identifier used in 4G and 5G NSA networks. It
is hardcoded into the SIM card. When a UE first registers
with a network, it transmits the unencrypted IMSI to the
base station as part of its Attach request message. IMSI
catchers, also known as Stingrays, work by deploying a fake
base station with a stronger signal than the legitimate base
stations, forcing the UE to attach to them. Literature has plenty
of open source implementations of this attack, which require
an OpenAirInterface installation and the very common Ettus
USRP B200mini [3].

The Unique User Identifier of 5G SA networks is the
Subscription Permanent Identifier (SUPI) and has a similar
functionality to the IMSI. In contrast to previous generations
of mobile networks, during the attach procedure, an encrypted
channel is established between the UE and the base station.
The UE uses a public key provided by the network to
encrypt the SUPI and transmits its encrypted identity, called
Subscription Concealed Identifier (SUCI), to the network. This
conceals the identity of the user, because the unencrypted
SUPI is never transmitted and a new SUCI is generated in
every connection, therefore an observer cannot distinguish if
the same user connects twice.

Our demonstration first guides the students to successfully
perform an attack on a 5G NSA network using the software
of [3]. Then, in a 5G SA network, we attempt to capture the
SUCI, which even though is possible to be captured, cannot be
associated with a victim, nullifying the attack [6], [7]. Since
encryption is optional and recent studies around the world
reveal that many operators do not encrypt the SUPI [31], [32]
before transmission, the last step of the demonstration is to
repeat the experiment in a 5G SA network without encryption.

https://launchpad.net/~dreibh/+archive/ubuntu/ppa/+packages
https://www.nntb.no/~dreibh/tsctp
https://www.nntb.no/~dreibh/hipercontracer
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In this case, the attack succeeds, and the SUPI of the user is
revealed, teaching the students that even if a solution exists
in the standards, the problem will remain relevant until it is
implemented in commercial networks.

2) Core Attack – DoS Attack on the AMF: Next, we
demonstrate to the students an attack targeting a VNF of
the core. Academic testbeds typically implement a simplified
core, where some network functions and interfaces present in
commercial deployments are either merged or entirely absent.
For example, functionality related to business logic or billing,
such as the Charging Function (CHF), is not relevant to
academic researchers, thus it is omitted. As a consequence,
we can replicate only a subset of the possible attacks on
a modern mobile network core. Some of the network core
attacks that can be demonstrated on our testbed, include
database attacks [8], DoS attacks on critical VNFs [9] and
bypassing the isolation of user plane traffic [10].

In our demonstration, we saturate the Access and Mobility
Management Function (AMF) with malicious traffic. The
AMF is a key control plane network function that serves as
the primary point of contact for a UE when it connects to the
network and manages all aspects of user access and mobility.
A malicious UE can flood the AMF with specially-crafted
SCTP packets that require significant processing, thereby
increasing the AMF’s resource utilization and creating a DoS
effect [9]. In this scenario, students can also study potential
countermeasures for early attack detection, such as monitoring
the CPU utilization metrics offered by the SysStat tool and
analyzing the packet length distribution of incoming packets
received by the VM hosting the AMF.

V. LESSONS LEARNED

Building and operating our 5G testbed has revealed several
important lessons that are relevant not only for researchers but
also for educators using such platforms as cyber ranges.

A. Hardware and Compatibility Challenges

Working with software defined radio (SDR) devices re-
vealed several challenges. First, software compatibility is criti-
cal: mismatches between libuhd, firmware, and OAI often lead
to subtle communication errors. This is particularly relevant
for the USRP N310, which requires both fiber ports to run at
10 Gbit/s in parallel. Only the “XG” firmware variant supports
this 10/10 Gbit/s mode; the default “HG” firmware limits
operation to 1/10 Gbit/s, resulting in packet loss and instability.
Furthermore, both the device and PC interfaces must be
configured with an MTU of 9000 bytes for efficient packet
handling, and we always check connectivity on all interfaces
before launching the gNodeB to avoid hidden communication
failures. In contrast, the USRP B210 is simpler to use but can
still introduce pitfalls. For example, while the blue USB port
color typically indicates USB 3.0 (5 Gbit/s), we observed cases
where ports provided only USB 2.0 speed, causing RAN com-
munication problems. Verifying the actual connection speed
with tools such as lsusb --tree is needed.

Since timing is crucial for 5G radio, it is also necessary to
perform tuning of the PC running a gNodeB:

• Hyper-threading must be disabled (in the BIOS settings).
• Sleep states of the CPU must be turned off (by kernel boot

parameters “intel pstate=disable processor.max cstate=1
intel idle.max cstate=0 idle=poll preempt=full
rcu nocbs=all” (GRUB CMDLINE LINUX DEFAULT
parameter in /etc/defaults/grub).

• Blacklisting the “intel powerclamp” module (in
/etc/modprobe.d/blacklist.conf) to prevent
CPU frequency reduction. All cores need to perform at
full speed (and should be verified by the i7z21 tool).

• Maximizing hardware send and receive ring buffers on
the two fibre ports connected to the USRP N310 (by
ethtool -G <interface> rx 8192 tx 8192
for each interface, e.g. in /etc/rc.local; 8192 ring
entries are the maximum for our Mellanox Ethernet
card).

• Increasing network send and receive buffer size limits by
sysctl settings (usually in /etc/sysctl.conf):

– net.core.wmem max=62500000
– net.core.rmem max=62500000

Inaccurate CPU timing due to latencies would otherwise
introduce communication failures.

B. Device Selection for User Equipment

Our experiments also revealed that reliable 5G-SA connec-
tivity with COTS smartphones remains limited, and the lack
of debugging capabilities makes them impractical for exper-
imentation. On the other hand, the Quectel modems proved
far more suitable for research purposes. Nevertheless, we
observed that certain Android smartphones, such as the Google
Pixel 8, include a hidden radio configuration menu in the dialer
application. It can be accessed by dialing *#*#4636#*#*; it
exposes radio parameters and allows limited modifications.
While not as powerful as dedicated modems, devices with such
features can still be highly useful for testing scenarios.

C. Working with the Software Environment

While our customized base images can be used directly
to build the customized OAI 5G core network component
containers, in practice it is convenient to utilize the OAI-
provided container images from DockerHub as base image,
and add the needed logging or measurement tools. Many
research projects use a majority of the OAI components
unchanged, so while extending the available images may not
be optimal with regards to space utilization, this approach
saves the time for the custom build of the OAI software.

Another key experience from our work is that applying
a MANO setup to the OAI 5G testbed has proved less
efficient. While MANO plays a central role in production 5G
environments, the cost of maintaining it in the 5G lab with its
large software base and frequent changes is too high compared
with the benefits it delivers.

21i7z: https://github.com/ajaiantilal/i7z.
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Figure 4. Wireshark usage with Coloring Rules for NGAP Traffic.

D. Protocol Analysis

Protocol analysis is critically important for security re-
search in communications. We have good experience with
employing T-Shark, the command-line version of Wireshark,
since it provides dissectors for various important protocols,
e.g. SCTP [25], NG Application Protocol (NGAP) [33]
(used between gNodeB and AMF), or General Packet Ra-
dio System (GPRS) Tunneling Protocol (GTP) [34] (used
between gNodeB and User Plane Function). Like the pop-
ular tcpdump, T-Shark also uses libpcap22 as basic packet
capturing library. Thus, both provide the same limited set
of capture filters, i.e. include or exclude certain transport
protocols or port numbers. T-Shark, however, also supports
powerful display filters, which allow to use details ob-
tained by the corresponding protocol dissectors. For ex-
ample, to show NGAP (filter: ngap) or important SCTP
chunks (filter: sctp.chunk_type), ignoring SACK (3),
HEARTBEAT (4) and HEARTBEAT ACK (5) chunk types
we use the filter: ngap || ((sctp.chunk_type < 3)
|| (sctp.chunk_type > 5)).

Wireshark itself can be used on GUI-based systems, to later
analyse PCAP files recorded by T-shark in the lab. Wireshark,
with its advanced features and interactive GUI, is a very
helpful tool for debugging. Particularly useful is the feature

22libpcap: https://www.tcpdump.org.

to define coloring rules, e.g. to display the different NGAP
message types (filter: ngap.procedureCode) of attaching
and detaching UEs and gNodeBs in different colors, as shown
in Figure 4. We provide predefined filtering rules, as well as
coloring rules for our testbed in docker-compose/wireshark.

VI. CONCLUSION

In conclusion, our university-hosted, open-source 5G
testbed demonstrates that realistic, reproducible cyber range
experimentation can be achieved with modest resources. While
technical challenges remain, the lessons learned strengthen the
platform’s reliability and educational value. We believe this
work lays a foundation for future experimentation in 5G and
beyond, and supports the broader community in developing
secure mobile networks. Looking ahead, we plan to extend
the testbed with O-RAN components to enable AI-driven
experimentation, explore security automation and AI-based
detection mechanisms, and support multi-site and federated
deployments.
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[7] M. Chlosta, D. Rupprecht, C. Pöpper, and T. Holz, “5G SUCI-Catchers:
Still Catching Them All?” in Proceedings of the 14th ACM Conference
on Security and Privacy in Wireless and Mobile Networks. Abu Dhabi
United Arab Emirates: ACM, Jun. 2021, pp. 359–364.
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