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Introduction

Software seen as a black-box




Introduction

int a
string b
float c

Variability in inputs




Introduction

Variability in ways to configure them
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Introduction
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Introduction

Variability in environment

Space or Subsea
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Introduction

How to test software with so much
influence of variability!?

What does exhaustive testing entail?

Can we reduce the number of tests?
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Introduction

What does exhaustive testing entail?

Factor Operating Browser User’s
System Resolution
1% Level VWin 98 Netscape Navigator 640 x 480
29 | avel Win ME Internet Explorer 800 x 600
3 | avel Win XP 1024 x 768
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Introduction

| 8 Exhaustive Test Cases

Test Case 0S Browser Resolution
1 Win 88 | Netscape 640 x 480
2 Win 88 | Netscape 800 x 600
3 Win 98 | Netscape | 1024 x 768
4 WWin 98 IE 640 x 480
D WWin 98 IE 800 x 600
6 WWin 98 |= 1024 x 768
7 Win ME | Netscape 640 x 480
8 Win ME | Netscape 800 x 600
g Win ME | Netscape | 1024 x 768
10 Win ME IE 640 x 480
11 Win ME IE 800 x 600
12 Win ME IE 1024 x 768
13 Win XP | Netscape 640 x 480
14 Win XP | Netscape 800 x 600
15 Win XP | Netscape | 1024 x 768
16 Win XP IE 640 x 480
17 WWin XP IE 800 x 600
18 Win XP IE 1024 x 768
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Introduction

What if the number of factors and their levels increase?

Factors and All Possible
Levels Combinations
5 Factors at 3
levels each 243 Test Cases
6 Factors at 4
levels each 4096 Test Cases
! Factors at 6
levels each 279,936 Test Cases
10 Factors at 7
levels each 282,475,249 Test Cases

Combinatorial Explosion!
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Every version of windows tested with every

Win 98

Netscape

Win ME

Netscape

Win XP

Netscape

browser and every resolution

] 640 x 480

Win 98

» 500 x 800

—y.j 1024 x 768

‘ .
—» 640 x 480

——

Win ME

|
@4 800 x 600
|

#{ 800 x 600

#1024 x 768
|

—_

~pd 640 x 450
|

—eeeee

Lo 1024 x 768

Introduction

What if we cover all pairs of interactions between
features?

Every resolution tested with every windows

640 x 480

Netscape

840 x 480

version and every browser

—®»  Win 88

800 x 600

Nelscape

800 x 600

> Win ME

—  Win XP
| I
—

—O-‘: Win 83

| 1024 x 768

Netscape

1024 x 768

#-i Win ME

-_—

!  Win XP

Every browser version tested with every
version of windows and every resolution

| S

Win 88

Nelscape

640 x 480

— Win 98

Netscape » Win ME
—p1 Win XP

i Win 98

IE » Win ME

sl  Win ME

Win XP

i Win XP

800 x 8600

1024 x 768

640 x 480

800 x 600

e

1024 x 768
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Introduction

9 Pairwise Test Cases

Test Case 0S Browser | Resolution
1 Win XP | Netscape | 1024 x 768
2 YWin 98 E 640 x 480
3 Win XP E 800 x 600
4 Win ME | Netscape | 640 x 480
o Win 98 | Netscape | 800 x 600
6 VWin ME = 1024 x 768
7 Win XP E 640 x 480
8 VWin ME E 800 x 600
9 Win 98 | Netscape | 1024 x 768
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Introduction

Pairwise interaction criteria => Great reduction in test

cases
Factors and All Possible Pair wise
Levels Combinations Combinations

5 Factors at 3

levels each 243 Test Cases 11 Test Cases
6 Factors at 4 | '

levels each 4096 Test Cases 23 Test Cases
7 Factors at 6

levels each 279,936 Test Cases 56 Test Cases
10 Factors at 7 | '

levels each 282,475,249 Test Cases 89 Test Cases
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Introduction

Is pairwise and in general t-wise testing good enough!
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""Combinatorial' Approach Squashes Software Bugs Faster, Cheaper" in NIST
Tech Beat, Dec. 12, 2007
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Introduction

Variability is your enemy but needs embracing!

developerWork 4

Forums

CPLEX Cpmmizer

n-=- [.NET] Cplex.SetOut throws OverflowException

Stefano’s bug cannot be to
reproduce by developers.
Are you sure you tried the 64bit

version?
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A Car Crash
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Car Crash Crisis Management Service

Co-ordinate calls to atomic services
| . Ambulance

2. GSM

3. GPS

4. Nursing

5. Public Hospital

6. Doctor

/. Garage Tow Truck

8. Fire

9. Police

| 0. Authentication system
| |. Paramedic
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Service Level Agreement of Car Crash Crisis Management

[CrisisManagementSystem|

CrisisType|

[Witness | [HumanVictims|

What is the
expected response

* time?

| InternaIResource|

é

|F|rstA|dMater|aI| |Coord|nator| |Paramed|c| |Observer|

P

é

Y

ITOption | ExternaIServices|
, v _V__¥ § R A A
| Rescue| | RemoveObstacle| [Observe|[Transport|[Investigation] [NurseThe|[SortThe Surveillance| [ Authentication| [ Database| [Medical |[External | [Government
Wounded||Wounded| [System System System Services | | Comapany | (Services
Public Private Garage

Merge Merge Hospital | | Ambulance TowTruCk

| Doctor | [Ambulance| [Hospital
Worker
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Large number of possible configurations

[CrisisManagementSystem|
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| v ¥y ¥ Y v 'E ¥
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QoS (response time) of Atomic Services in the Composite
Service

FirstAidMaterial Coordinator
T T T T T 600 T T T

First Aid Material Co-ordinator

Soft contract: probability distribution of QoS for
each atomic service

Wednesday 20 November 13



Composite service QoS for ONE configuration

A

Composite Service
response time distribution
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Feature Model in Car Crash Crisis Management System

Crisis Management
System

Optional | [Mandatory
Communication
o
internafResource -
GPS GS T Arag
I
/ \ Small
P
([ Firstaidaterial |) | Human Resource Area
Worker
Paramedic
- Observer
Remove Obstacle - Database
System

Rescue

Observe

Transport

Clnvestigation
7

Nurse the wounded
S

Sort the wounded

Mission

{T-Option

Authentication
System

‘Legend

—O Optional
< XOR

2t

Mandatory

Feature

Service
Asset

1
Governmental
Services

Police

CrisisType

Crisis Type
I
Sudden Crisis
I
Major Accident

Car Crash

.-

N

HumanVictims Witness

o~

Y
External

Service Used :

External |
Company

O

PoliceMan

L

Fire department

Police

Surveilfance
System

{
Fire

Garage
Tow Truck

N/

Public Hospital |

Ambulance
Company

=)

NS
QHospf tal Worke

D( Doctor l

Ambufance
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C@1,2) = 820 Possible Pairwise Interaction

Pairl N/A N/A
Pair2 N/A A
Pai A N/A

Communication

Crisis Management
System
<L 2 1 AN

HumanVictims

Governmental p
Services External
> Service Used
External |
Company
. Police
Database
System PoliceMan Fire department
Authentication Police Fire
System Fire
M , = Nedical
Legend Surveilfance Services
Mandatory System
([Fanspor £ —O optional e
Public Hospital e
XOR ompany
:‘ Feature PRETT
Hospital Worker @ mbutance
( Nurse the wounded . Service
Asset
- 7

(:

ort the wounded .
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Constraint Solving to Generate Configurations Covering T-wise

T-wise Strategy

|

2. Generation of Alloy Predicates
for Tuples (pairs for T=2)

1. FD2Alloy
\ /

Alloy Model B!

77N

3. Detection of Consistent 4. Generate Configurations
Tuples (w.r.t FD) covering valid pairs
(Divide and Compose)

We discover only 15 configurations covering all valid pairs in the 820 feature
Interaction pairs
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Percentile Values

Percentile Values

Coverage of Pairwise vs. All Configurations
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- EDIFACT CUSDEC
';'_::‘“" declarations from industries

The Heart of Norway's

et | EMIL | . TVINN
S Script Database
- - ..’\:.:. _ ”,
8 ( \—-’
e o B 4" EDIFACT CUSRES

responses to industries

Norwegian Toll Customs uses the TVINN system to handle about
30,000 declarations/day

Wednesday 20 November 13

—-governance: TVINN

- 8000 to 30,000 declarations/day,

potentially adhering to about 200,000
customs rules

» Customs rules typically accept/return

declarations based on information in the
declaration

» Towards a corruption-free and efficient
iInformation society




[ive Data
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Live Data

Lets test if the
data can test alcohol

related rules?
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Customs business rules are a combination of
10,000 Item Codes, 88 Country Groups, 934 Tax Types, 5 Declaration Categories

Trillions of possible ways they interact! Only about 200,000 rules used in
practice.
What are the rules tested by my live data?

Cons(a*u'afions,
it only took you |
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Modelling Data Interactions

Database Name

TollCustomsDemo

Tables

Fields | Category temCode

/

FieldValues MA FU 22083000 22086000 22084000 22030040

] pairwise
— O pairwise.Testcase 1
o =

— O pairwise. Testcase 2 i

— O pairwise.Testcase 3
— O pairwise.Testcase 4 :
— O pairwise.Testcase 5

— O pairwise.Testcase 6 ®
— O pairwise.Testcase 7 ®
— O pairwise Testcase 8 —@ i &

Whisky Vodka Rum Beer
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—xtracted Graph from

customers

|

innfdekl |« items

tax

Database Schema at Toll

Database Schema

g

tax ~
~
e
S

h “'O Interacting Table |

items

——
—

— = - O Interacting Table 2

.' R innfdek

customers

Graph of the Schema
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—xtracted Graph from

customers

|

innfdekl |« items

tax

Database Schema at Toll

Database Schema

~
tax ~
~
X Interacting Table |
items
<- Create a spanning
tree (transformed to
an SQL query)
S e IS (b Interacting Table 2
‘ - innfdekl
customers

Graph of the Schema
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Query Generation and Interaction Coverage Analysis

L/ Depict 3.0 - DiscovEring Patterns and InteraCTions in databases — = “
File Edit Window Help
- - "; )
® DepictNavig.. £ = U0 [¥]interaction Coverage Table 1 = O |4y Interaction Coverage Graph 2 =0
= & | Connected Database Info -
¥ test DBMS: SQL Anywhere - 16.0.0.1324 est cases coverage
&> Imported models Driver: jConnect (TM) for JDBC (TM) - jConnect (TM) for JOBC(TM)/7.07 ESD #5 (Build Interactions
0_] alcohol-import- 26792)/P/EBF20686/JDK 1.6.0/)dbcmain/OPT/Mon Oct 15 11:36:14 PDT 2012 7.0 0 1 2 3 4 S 6 7 8 9 10 11 12 13 14 15 16
@) people.cte S;t'%g: depict . . : ‘
@) Testmatrise Deb : Jdbcsybase: Tds:localhost:2638/ depict
9] wide.cte _ —
(@) Standard view () Holes in data filter
Test Case Count Expression
MA. Whisky 4 [innfdekl.category="MA’, items.itemcode=22083000)
MA Vodka 4 [innfdekl.category="MA’, items.itemcode= 22086000)
MA.Rum 0 [innfdekl.category="MA’, items.itemcode=22084000) e
MA Beer 16  [innfdekl.category="MA’, items.itemcode=22030040) %
FU.Whisky 1 [innfdekl.category='FU', items.itemcode= 22083000] e Fu.wh
FU.Vodka 0 [innfdekl.category="FU', items.itemcode=22036000) -
FU.Rum 1 [innfdekl.category="FU', tems.itemcode=22034000]
FU.Beer & [innfdekl.category="FU', items.itemcode=22030040]
All whiskies 5 [items.itemcode=22083000)
7
#< E-R Modd Graph 3 “ 8 [ Properties 23 | 9] Error Log B = 7 =0
Property Value o~
Info
denved false
editable true
item last modified 18 novembre 2013 10:09:47
linked false
location C\projects\eclipse-workspaces\runtime-no.simula.depict....
ankield name slcohol-import-handing.cte
< > path /test/Imported models/alcohol-import-handhng.cte M
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Real Industrial Example: ACME Chemicals

Database schema

Data Interaction Model

& peoplecte 3

T =

I actve ] I certificaterequared ] [E
TS
true false true false 0 2 3 4

Testcase 1 ‘ !

Testcase 2 ‘

Testcase 3 ?

Testcase d | ’
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Real Industrial
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Real Industrial

Create a spanning tree

(transformed to an SQL... ‘w.:f—,e:“\
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Query Generation and Interaction Coverage Analysis

L) Depict 3.0 - DiscovEring Patterns and InteraCTions in databases - O “
File Edit Window Help
v v .'___
# Depict Navig.. &3 — O | /[E] Interaction Coverage Table &2 = O || [ Interaction Coverage Graph &2 =0
= - S Connected Database Info T st
¥ test DBMS: PostgreSQL - 9.2.4 €St Cases coverage
&> Imported models Driver: PostgreSQL Native Driver - PostgreSQL 9.2 JDBCA (build 1002) 8.2 Interactions
@) aicohol-import| | Catalog: n2a 0 1 2 3 4 5 6 7 8 9
@) people.cte URL: jdbc:postgresql//localhost:3432/n2a —
@) Testmatrise Dek
9_) wide.cte (@) Standard view () Holes in data filter Testgroup 1. Testgroup... |
) tgroup 1. Testgroup
Test Case Count Expression
Testgroup 1.Testgroup 1 Testcase 1 1 [permissioninstance.status=0, workinghour flexible=true]
Testgroup 1.Testcase 1 1 [permissioninstance.status=2, workinghour.flexible=true) Testgroup 1.Testcase 1]
Testgroup 1.Testgroup 1 Testcase 3 9 [permissioninstance.status=3, workinghour.flexible=true) N
Testgroup 1.Testgroup 1 Testcase 4 2 [permissioninstance.status=4, workinghour flexible=true) b
Testcase 1 0 [permissioninstance.status=0, workinghour.flexible=false] .; Testgroup 1 Testgroup.. |
D
Testgowp 1 Tastgrowp.. |
Testcase 1]
< > 7
#< E-R Model Graph 2 =|0 || 2 Properties 2 | €] Error Log Bl = ~=0
Property Value s
user_e '"f°d = =
env alse
rkin r
R editable true
last modified 18 novembre 2013 10:30:18
account linked false
location C\projects\eclipse-workspaces\runtime-no.simula.depict....
_, name wide.cte
< > permissioninstance path /test/Imported models/wide.cte v
9_] test/imported models/wide.cte
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Case 4 : Girgit, A dynamically adaptive vision system

Service

Interface

Execution Manager

loads/caches

Manager

v

- Event

Manager

Y
: Current Configuration
Image Image
Acquisition Segmentation

Dynamic
Processor

_______________________________________________

Blob
Construction

Reconfiguration

Event

name =
IntrusionDetected

E Event

—‘

5_ Behavioral

Intrusion
Detection

Window

T -

--------------------------------------------------------------------------------------------------

- e e e e e e e e e e e e e e e e e e e e e e e
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Case 4 : Girgit, A dynamically adaptive vision system

Adaptation from Intrusion Detection to Face Detection
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Case 4 : Girgit, A dynamically adaptive vision system

Modelling Vision System Variability
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Case 4 : Girgit, A dynamically adaptive vision system

[ ImageAcquisition r-—_

n System |
- —

s _&!gﬂ Viso

[ ImageSegmentation

\

[ 8lobCon

-~ J

-

struction ]

[ EventConstruction |

——

-

Test Sequence
Time Step 0
Time Step 1

Time Step 2 -
Time Step 3

Time Stepd -

Time Step 5

Time Step 6

Time Step 7

Time Step 8

Time Step 9

Time Step 10

Time Step 11

Time Step 12

ime Step 13

Time Step 14

me Step 15

|

Time Step 16

lime Step 17

Time Step 18

Time Step 19

Time Step 20

Time Step 21

-

Time Step 22

-

Time Step 23
Time Step 24

Time Step 25

Time Step 26

lime Step 27

¢ Time Step 28

StreamReader CamersReader FGD  Smooth Contour "N/A [—C;n;;ﬁ,";‘f{:f‘(‘" ] Faceboo ':‘i
o K< ey % N
- \ o9
I MoveCameraLeft I'.Hc-.f(;'mrup.:qh'. = NA Pc',tlmxé),f PostStatus N/A
s R e s
- e — 1 ¢ : 1 ¢
. : ~ : ° , - ¢ :
————— --? - — - —t —7‘»“ — - - N — —— »-‘»
‘Y @ \ 4 . &
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£ °
T + T 2 d I
o 2 ® *
* i X 2 g
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+ 5 4 . L 4
“ ¢ ¢ *
- ¢ ¢ .
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+ L e W
“ ; . ¢ .-
. — . S S S

1 R T I T A S

Time Step 29

Modelling a Test Sequence in Time

Wednesday 20 November 13



Case 4 : Girgit, A dynamically adaptive vision system

A new dimension of variability: time

o
=
i - ‘ ° o o ¢
i | o 7 - = °
: 1 ° T oo ° 1
X - ' i ' i ! 2 —
: ' ' | B H | oo
1 ! ! ! 1 H : | ' '
-+ - : : | ! ' —
H E ﬁ | : H H it
; : - : : ‘ BI
' ' ' ' ' '
; . I
-+ : ! H - 1
! 1

TLRME LI B P B
tl2 ) 352TE 2 éééé; % Liods 4
DA A D A
(a) Cachmg ON (b) Cachln g OFF
Average 10 mu secs Average 2 micro secs

Adaptation Time for 30 Reconfigurations
between 8 possible configurations
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Test cases

Set of (input,output) pairs which we don’t often have
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What we have?

Software system coded by developers (white-box)
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If we can represent a system as a formal model

lllll

Formal model in Alloy

Alloy is a lightweight formal method that represents
system models as a set of relations and can generate
examples and counterexamples via SAT solving
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For example Alloy is a lightweight formal method

module modelCheck
open util/boolean as Bool
one sig System

{

input: one Bool,
featurel: one Bool,
feature2: one Bool,
feature3: one Bool,
output : one Bool

;

fact SystemComputation

{

output = input & featurel + feature2 & feature3
}

A fact about a boolean computation in the system
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Configuring the features of a system and example
generation
module modelCheck
open util/boolean as Bool
one sig System

{

input: one Bool,
featurel: one Bool,
feature2: one Bool,
feature3: one Bool,
output : one Bool

}

fact SystemComputation

{

output = input & featurel + feature & feature3

}
pred configurationl_example

{

System.featurel =False and System.feature2=False
and System.feature3=False

}

run configurationl_example for |
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Generated Instances and Derivation of Test Cases

Scenarios where the system configuration always

holds
System System
v output
feature? [/ feature2
“featurel | ‘featurel
‘ output
» ! L Bd
Bool/False Bool/True Bool/False Bool/True
Test Case | Test Case 2

(input = true, output=false) (input = false, output=false)
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Configuring the features of a system and
counterexample generation
module modelCheck
open util/boolean as Bool
one sig System

{

input: one Bool,
featurel: one Bool,
feature2: one Bool,
feature3: one Bool,
output : one Bool

}

fact SystemComputation

{

output = input & featurel + feature & feature3

}
assert configurationl_counterExample

{

System.featurel =False and System.feature2=False
and System.feature3=False

}

check configurationl_counterExample for |
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Generated Counterexamples and Derivation of Test
Cases

Scenarios where the configuration does not hold

Syaten System System
, output ‘ outpit output
/ / fedture2 o [ [fedture2 n featurel input
,"’featu rel featurel feature2
/ foat Nnput ‘
I \ L4 \ /4 "
Bool/True Bool/False Bool/False Bool/True Bool/False Bool/True
Test Case | Test Case 2 Test Case 3

(input = false, output=true) (input = false, output=false) (input = true, output=true)
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Qutline

® Introduction

® (Case |:Tests that Cover All T-wise Interactions

® C(Case 2: Finding Service Level Agreements

® (ase 3:Interaction Coverage in Data-intensive Systems
® C(Case 4: Dynamically Adaptive Vision Systems

® C(Case 5:Model Checking for Test Generation

® Conclusion
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Conclusion

® Combinatorial interaction testing greatly reduces the number of
configurations

® Effective coverage of the software configuration space (Car Crisis
Management)

® |[nteraction coverage is effective in data-intensive systems (Toll
Customs)

® One can also imagine interaction coverage between configurations in
a sequence to discover faults in QoS ( Self-adaptive vision system)

® System configurations covering T-wise interactions combined with
model checking can help automatically generate test cases
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Thank you.




