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Abstract Cloud-assisted cognitive machine-to-machine co-
mmunications (CM2M) is a new paradigm to improve the
mobile services, which have drawn considerable attention
in industry and academia. In this paper, we consider the
quality of protection (QoP) of information transmission in
cloud-assisted CM2M communications. In such an environ-
ment, the secondary M2M system intends to share the pri-
mary spectrum on the condition that the secondary transmit-
ter (ST) has to relay the primary message. However, the ST
is a low-energy device which adopts the energy harvesting
technique to power itself. In particular, we focus on secure
information transmission for the primary system when the
secondary users (SUs) are the potential eavesdroppers. We
aim to jointly design power splitting and secure beamform-
ing to maximize the secondary M2M system data rate sub-
ject to the secrecy requirement of the primary system and the
ST power constraint. To solve this non-convex problem, we
propose a computationally efficient two-stage optimization
approach. Simulation results demonstrate that our proposed
scheme achieves a significant transmission rate of the sec-
ondary M2M system while provides a high secrecy rate for
the primary system compared to the scheme without energy
harvesting.
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1 Introduction

Machine-to-machine (M2M) communications is an emerg-
ing communication paradigm that provides ubiquitous con-
nectivity between devices with automatically data genera-
tion, exchange, processing and actuation requiring no hu-
mans intervention [1]. Cognitive M2M (CM2M) is proposed
[2] to tackle the spectrum congestion problems in conven-
tional M2M, in which cognitive radio [3] enabled machines
are able to sense and utilize unused frequency bands in their
surroundings. By adding a cognitive radio technology, the
CM2M is more intelligent and adaptable than conventional
M2M. However, the inherent limitations of devices includ-
ing low battery life, weak processing rate, and limited local
storage, have significantly impeded the improvement of mo-
bile service utilities and brings new challenges to CM2M.
CM2M may integrate with cloud computing [4] and are e-
volving toward cloud-assisted CM2M networks.

In cloud-assisted CM2M networks, there are many mo-
bile applications in connected and cognitive devices, e.g., se-
curity and public safety (surveillance systems, object/human
tacking, etc.), smart grids (grid control, industrial metering),
vehicular telematics (fleet management, enhanced naviga-
tion), healthcare (telemedicine, remote diagnosis) [S]. An
enormous amount of sensitive and confidential information
will be transmitted via wireless channels in these mobile ap-
plications. The security and privacy issues related to the de-
vices information transmission are becoming a rising con-
cern. To achieve secure communication and provide quality
of protection (QoP) service, physical-layer security based
on information theory has been receiving growing interest
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recently [7]. Differing from the traditional approach which
protects data security through cryptographic techniques, phy-
sical layer security is identified as a promising strategy that
provides secure wireless transmissions by smartly exploit-
ing the imperfections of the communication medium. Using
this strategy, the quality of signal received at unauthorized
receivers and devices can effectively be degraded so as to
secure the confidential information.

In this paper, we consider the cooperation transmission
scheme between the primary system and the secondary M2M
system which is a win-win strategy in the sense that the sec-
ondary transmitter (ST) helps to relay the traffic from the
primary transmitter (PT) to the primary user (PU), and in re-
turn the ST can utilize the primary spectrum to serve its own
secondary users (SUs) [6]. Since the primary system is the
licensed spectrum holder, its information should be protect-
ed. Existing literatures have investigated the physical layer
security to avoid primary information leakage to the exter-
nal eavesdroppers (illegitimate users) [8] and [9]. There is
another security issues where the SUs try to decode the pri-
mary information from the spectrum sensing results with-
out permission. Authors in [10], [11] considered such case,
while [10] focused on the characterization of an achievable
secrecy rate for cooperative model in single-input single-
output (SISO) channel and [11] characterized the achievable
secrecy rate region for the cooperative model with multiple
SUs, and it also considered the SISO channel.

Furthermore, it is a commonly seen situation when the
ST is an energy-constrained device, such as sensors, which
makes the cooperation between the primary system and the
secondary M2M system difficult. Recently, harvesting ener-
gy from radio frequency (RF) signals is emerging as an at-
tractive solution to power energy-constrained wireless com-
munication devices [12]. The idea of utilizing RF signals
from the PT to power the secondary devices has first been
proposed in [13]. In RF-powered cooperative cognitive ra-
dio networks, the PT will transmit both information and en-
ergy to the energy-constrained ST, in exchange for the ST to
relay the primary information and simultaneously transmits
its own data, which creates even stronger incentives for both
the primary system and the secondary system to cooperate
and substantially improves the system overall spectrum effi-
ciency [14].

Nevertheless, there exists several security problems in
such scenario. Since the ST performs energy harvesting to
forward the PT’s information, the SUs may be the potential
eavesdroppers and eavesdrop the PT’s information without
permission. It gives rise to a question: how about the secu-
rity performance for the primary system in cloud-assisted
cooperative CM2M networks when the ST is an energy-
constrained device and the SUs are the potential eavesdrop-
pers? This is a practical problem in the QoP guaranteed cloud-
assisted mobile services.

The main contributions of this paper can be summarized
as follows: first, we consider a cloud-assisted CM2M sce-
nario in which the primary system cooperates with an energy-
constrained secondary M2M system. We assume that the ST-
SUs pairs in the secondary M2M system are the multiple-
input single-output (MISO)links. Furthermore, we observe
a new case when the SUs are potential eavesdroppers. This
gives a new challenge in studying secure performance of the
primary system. Second, we propose a new joint scheme by
considering both power splitting and secure beamforming
and formulate an optimization problem to maximize the sec-
ondary M2M system data rate subject to the secrecy rate re-
quirement of the primary system and the power constraint
of the ST. Then a computationally efficient two-stage opti-
mization algorithm is proposed to solve the non-convex op-
timization problem. Finally, simulation results demonstrate
that our proposed scheme achieves a significant transmis-
sion rate of the secondary M2M system while provides a
high secrecy rate for the primary system compared to the
scheme without energy harvesting.

The rest of this paper is organized as follows. The system
model and the problem formulation are described in Section
2. Section 3 proposes the computationally efficient optimal
algorithm based on a two-stage procedure. The simulation
examples are provided to demonstrate the performance of
the proposed algorithm in Section 4. Finally, Section 5 con-
cludes the paper.

2 System model and problem formulation
2.1 Cloud-assisted CM2M networks

Fig.1 shows a cloud-assisted CM2M networks consists of
two-tier network architecture. The first tier contains a het-
erogeneous wireless machines communications. Specifical-
ly, the large primary cells provide ubiquitous coverage to
M2M devices; while smaller network elements such as re-
lays and access points (APs) including femto- and pico-enha-
nced base stations sense the idle spectrum of the primary
cells and bring connectivity closer to the devices so as to im-
prove link reliability and increase system spectrum efficien-
cy. The second tier involves service cloud which collects and
processes data from machines and manage their operation.

2.2 Secure information transmission in cloud-assisted
CM2M networks

Fig.2 shows the system model of the secure information
transmission in a cloud-assisted CM2M networks. We con-
sider cooperation between a primary system and an energy-
constrained secondary M2M system. The primary system
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Fig. 1: Cloud-assisted CM2M networks

consists of a PT and a PU, while the secondary M2M sys-
tem has a ST who serves one desired SU. There exists K-1
legitimate SUs. All terminals have a single antenna except
that the ST has N antennas. The PT intends to send a con-
fidential message, sp, to the PU while the ST transmits a
non-confidential message, ss, to the desired SU. We consid-
er a case that the ST intends to share the spectrum occupied
by the primary system on the condition that the ST has to
relay the PT’s message. However, when the ST is a low-
energy relay node, the cooperation is difficult. In this paper,
we consider a two-phase transmission. At the first phase, the
PT transmits signal. Then the ST adopts the power splitting
technique [15] which splits the received PT’s signal into t-
wo separate signal streams with different power levels, one
sent to the energy harvester and the other to the informa-
tion receiver. The power splitting technique is an intuitive
and feasible scheme to demonstrate the energy harvesting
principle where the RF receiver is the crucial device [16].
It has been noticed that all key components comprising of
a receiver are available in the market, e.g., the power split-
ter [17] and the energy harvester [18]. Hence, it is possi-
ble to implement an energy harvesting system based on the
power splitting technique. At the second phase, the ST con-
currently transmits both the primary message and its own
data by using the harvested energy, the amount of which is

sufficient for powering the ST, such as a short-range sensor.
Nevertheless, the K SUs may eavesdrop the PT’s confiden-
tial message. The potential applications of the considered
scenario include cognitive sensor networks or the indoor en-
vironment (e.g., smart buildings) where WiFi and ZigBee
coexist and they both operate at 2.4 GHz. WiFi is the prima-
ry system for Internet access while ZigBee is the secondary
system for industrial monitoring. In this case, ZigBee has
limited power supply and can harvest energy from the pri-
mary transmitter to extend lifetime. At the same time, the
ZigBee users can be potential eavesdroppers. The related
data computing and storage are performed by local cloud
server.

The channel coefficients of the PT-PU and the PT-SU;
(k € {1,...,K}) links are denoted by the complex scalar /,,,
and hyy, , respectively. The N x 1 complex channel vectors of
the PT-ST, ST-PU, ST-SU and ST-SUjy links are represented
by g, hyp, hg and hg;,, respectively. Although the legitimate
SUs may misbehave and eavesdrop the primary confidential
message, these legitimate SUs are active and also need to
interact with the ST. Thus, the ST knows the full channel
state information (CSI) of all the receivers.

As depicted in Fig. 2, at the first phase, the PT transmits
sp with power P, the received signal at the PU, the ST and
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Fig. 2: Model of secure information transmission in a cloud-assisted CM2M networks, where the solid line denotes the first
transmission phase and the dotted line denotes the second transmission phase

the SU, are given by, respectively,

Yeu =/ Pphppsp +10pu, M
yST =V Ppgsp"!_nST, (2)
and

Ysu, =V Pphpxksp +nsy,, (3)

where npy, ngr and ngy, are the received thermal noise
at the PU, the ST and the SUy, respectively, and are mod-
eled as zero-mean additive white Gaussian noise (AWGN)
with variance of Ny, npy € CN(0,Np), ngr € CN(0,NoI) and
ngy, € CN(O,N()).

The ST splits the received signal into two portions: one for
forwarding to the PU after amplify-and-forward (AF) pro-
cessing and the other for harvesting energy with relative
power splitting ratio of p and 1-p, respectively. Hence, the
signal for AF processing is written as

ysr =v/P(\/Ppg'gs, + g nsr) + g gy, 4)

where fig7 is the noise due to the RF to baseband conver-
sion and modeled as zero-mean AWGN with variance of N,
Ngr € CN(O,Ncl).

The amount of the harvested energy at the ST is given by

Pen =1 [(1=p)R, gl +(1 = p)No) )

where 7] denotes the energy conversion efficiency from sig-
nal power to circuit power.

At the second phase, the ST concurrently transmits both
the primary confidential message and its own data by using
the forwarding beamforming vector w, € CN*! and the cog-
nitive beamforming vector wy, € C¥*!. The resulting trans-
mit signal vector at the ST is given by

t= W,y s + Wsss, (6)

and the transmit power of the ST can be expressed as

2 2 2
(PPl +pNollgl +Nellgl) [w, " +Iw>, @

By applying maximal ratio combining (MRC), the achiev-
able signal-to-interference ratio (SINR) of the primary con-
fidential message at the PU is the sum of signal transmission
in two phases, which is expressed as

2
SINR,, = P”|]1\1]7””|+
0

®)

pP,|hf,w, [ lgll*
‘2

2 B )
hi,w,| (pllgl*No + || *Ne) + +No

+
hspws

where Ny = N¢ + Ny is the combined received noise power.
The achievable SINR of the secondary message at the de-
sired SU is expressed as
SINR, =
-2
[ ws |

4 2 2
(pPylel* +plig*No + 1g]*Ne )

€))

h;w )Z—I—N ’
ss VW p 0
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The eavesdropping SINR of the primary confidential mes-
sage during two phases at the SUy is given by

2
Py[bps,|
SINRgy, = 221
Uy No
2 14 10
pPy|hf w, | llg] (10)
o | 2 2 LI
s, wp | (0l No+ 1g*Ne) + [l wy| -+ o

Thus, the achievable secrecy rate of the primary confidential
message can be expressed as

- X

+
[log(l + SINR,,) —log(1 +keg1,2.l.§1(} {SINRSUk})} ;
an

where the factor % is added due to the two-phase transmis-
sion process.

The joint power splitting and secure beamforming is de-
signed to maximize the desired SU rate subject to the secre-
cy rate requirement for the PU and the power constraint of
the ST. Due to the monotonicity between the received SIN-
R and the achievable rate, the optimization problem can be
formulated as (P1):

LA
max

2
P (P g+ p g *No + gl *Ne ) [Bwp|* +No

S.t.

,Pp‘hpp‘z
Cl: TO+

pP|ni,w, |’ g

t 2 2 2 ¥ 2 21,
|hspW17| (pligll"No+ llgll NC)+|hspws| +No
2
Py|hps, |
C2 . LI P
No +
2, 4
P,|hi_w
p 17| Sk p| ”g” <1_:9Uk’

2 B 2

[, wi|*(p I No + gl Ne) + [, wi | +No

VK,

2
C3: (pPylgll* +pNollel +Nellgl®) [w, |+

[wil> < Po+1 |(1=p)Pyllgll + (1= p)No|
C4: 0<p<l.
12)

In CI, I, > 0 denotes the minimum SINR required at the
PU for decoding PT’s message. In C2, I'sy, > 0 denotes the

maximum allowable SINR threshold for the kth SU to eaves-
drop the PT’s message. C1 and C2 guarantee that the lower
bound of the secrecy rate for the PT’s message is positive:
Tlog(141I;,) — 1 log(1 +k€?11axK} {Izy,}) = 0. C3 denotes

the transmit power constraint at the ST, Py is the initial pow-
er at the ST. C4 denotes the power splitting ratio constraint.
Problem (P1) is non-convex and it is difficult to solve (P1)
with three variables (p, w,, w;,), simultaneously.

3 Optimal solution

In this section, we propose a computationally efficient op-
timization scheme based on a two-stage procedure to solve
the non-convex problem (P1). First, for any power splitting
ratio p in the interval of [0,1], we solve (P1) to attain the
optimal secure beamforming (wy, wy,); then the globally op-
timal solution (W, w),, p*) can be found by performing one-
dimension search over p.

For a given p, by changing of w, in terms of

wp 1= /0Pl + pllglPNo + gNew,, (13

problem (P1) can be reformulated as (P2):

[fow |
max " ) ~
P [hfow,| "+ No
+ 2
h! w -
st. Cl: Jmi;”N >T,,
‘hs'pr’ +No
+ 2
hi w 3 14
2 J”kiﬂ < G, (14)
|, wi|”+No
C3: |w,|* + [w > < Po+
2
n [(1=p)B, gl + (1= p)No]
. P,llgl2+pNo+Ne ) (Ty=P, [y | /N
wher £, = 8T eI 1)
PPyl = (T ~B bpp| /N0 ) (PN -+Ne)
5 (py gl+oNo+Nc) (T, ~Pp|ps, /o)
and Iy, = 3 o .
PPy llgll> = (T3, P [hps /N0 ) (pNo-+Ne)
Define Hy, = hssh:l-s, Hssk = hAtA?khj;yk, Hsp = hsph:p’ Wp =

w,,w']}',, W, = w,w|. By applying the Charnes-Cooper trans-
formation [19], problem (P2) can be equivalently formulat-
ed as the following semi-definite relaxation (SDR) problem
(P3):
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wf}lveir Tr (HyWs)

sit. C1:Tr(HxWy) + Ny = 1,
C2: Tr(H,,W,) — I, Tr (H;, W,) > tI Ny,
C3: Tr (Hy W,) — I, Tr (Hy W) < fN (15)
C4:Tr (W) +Tr(Wy) < tPo+

o [(1-p)B, gl + (1= p)No|
C5:W, = 0,W, = 0,7 >0.

Note that SDR can’t guarantee the optimal solution with
rank-one. Nevertheless, we provide the method for construct-
ing the optimal solutions with rank-one. Let A, 3, d; and 0
denote the dual variables of (P3) associated with C1-C4 re-
spectively. Then the Lagrangian of problem (P3) is

L(Ws, Wy, 4, B,0k,0)=Tr(AiW,)+Tr(BiW,)+¢i, (16)

where
~ K ~
Ay =Hg — BI—];HA‘]? + Z akrékask - 617 (17)
k=1
K
Bl = _)vHSS +BHsp - Z akHsSk - 617 (18)
k=1

We have the following proposition.
Proposition 3.1: The optimal solutions (W5, W}, 7%) to
problem (P3) for glven p satisfy the following condmons:
1. rank (W*) =

N—
2.W; = Z a,n,ﬂt + buu’, where a; > 0, ¥z, b > 0 and

ueCV, ||uH =1,u'Y =0

3. According to 2, if rank (W¥) > 1, then we have the
following sufficient condition to yield an optimal solution
of W; with rank-one:

N—r
- Z a[TCZTEIT7 (19)

t=1
W, =W, (20)
=1 2D

Proof Please refer to Appendix A.

Then, one-dimension search over p is performed to ob-
tain the globally optimal solution (p*, W¢, W7) for (P3).
The optimal secure beamforming (wy, w},) can be obtained
by the eigenvalue decomposition (EVD) of W and W, The
detailed procedure is described in Algorithm 1.

Algorithm 1 The proposed optimal algorithm for problem
P3)
Define Ap as the search step and Initialize p = p.
1: for the given p € [0,1] do S;-S3
Si: Solve problem (P3) and denote (Wj, W* T*) as
the optimal solution to (P3);
S»: Do the following procedures to obtain the rank-one
solution W} and W;‘,
if rank (W}) = 1 and rank (W;) =1

The optimal value of problem (P3) is
(Wi /7, Wy, /7");
else

Resort to Proposition (3.1) to construct a new
solution (W, W;, ) with rank (Wr) =1 and
rank (W,) = 1  according to (19)-(21). Then,

(W;/%*, W, /%) will be the optimal solution to (P3).
end if
S3: Update p = p +Ap;
end for
2: Choose the optimal solution from the following equa-
tion (p*, Wi, W}) = arg max,¢o,1 problem(P3).
3: Perform the EVD of W and W}, to obtain the optimal
solution (p*, wy, w:‘,).

4 Numerical results

In this section, we evaluate the performance of the proposed
joint power splitting and secure beamforming design scheme.
We assume that the ST is equipped with N = 4 antennas. We
consider a scenario where the distances from the ST to all
the other terminals are 2 m, while the distance from the PT
to the PU is 4 m. The channel betwe()en a transmit-receive an-
tenna pair is modeled as h = (d)~ 2 e/" [14], where d is the
distance, d is the path loss exponent, chosen as 3.5, and w is
uniformly distributed over [0,27). The variance of noise are
normalized to unity, i.e., Np = N¢ = 1. The primary power is
set to be P, = 20 dBm. The minimum SINR requirement for
the PU is set to be I}, = 10 dBm. The maximum allowable
SINR for the kth SU is set to be I'sy, = 0dBm,Vk=1,...,K

Fig. 3 shows the impact of the ST’s initial energy on the
average rate of the desired SU, when the energy conversion
efficiency n is 0.5. Substantial rate gain is achieved by us-
ing the proposed scheme compared with the scheme without
energy harvesting when the ST’s initial energy is at the low
energy region. The achievable rate of the schemes without
energy harvesting is close to that of the proposed schemes
when the ST’s initial energy is at the high energy region.
This is because the ST has sufficient energy to meet the
communication requirement. We can conclude that the ener-
gy harvesting technique is useful in the energy-constrained
case. It is also observed that the achievable rate of the de-
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sired SU without eavesdropper is higher than the case with
one eavesdropper.

Fig. 4 shows the average secrecy rate of the PU corre-
sponding to the ST’s initial energy. The PU’s secrecy rate
requirement is 0.85 bps/Hz. It is noted that the PU’s secrecy
rate of the proposed schemes meets the requirement in the
whole range of the ST’s initial energy. In the schemes with-
out energy harvesting, the PU’s secrecy rate can’t meet the

requirement when the ST’s initial energy is at the low energy
region. The PU’s secrecy rate is close to that of the proposed
schemes with the increasing ST’s initial energy, which fur-
ther verifies the effectiveness of the proposed scheme. It is
also observed that the PU secrecy rate without eavesdropper
is higher than the case with one eavesdropper.

Fig.5 shows the average rate of the desired SU versus the
number of potential eavesdroppers for the ST’s initial power
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Pyo = 20dBm and energy transfer efficiency 1, takes values,
0.1, 0.5 and 1. We can see that the achievable rate of the
desired SU decreases with the increasing number of eaves-
droppers. This is because the probability that there exists
much better wiretap links is high with the increasing number
of eavesdroppers. As a result, more power is needed to de-
fend against the eavesdroppers attack in order to guarantee

the secrecy rate requirement. Furthermore, with the increas-
ing of the energy transfer efficiency 7, the ST can harvest
more energy used to relay the primary confidential message
and simultaneously transmit its own data, thus the average
rate of the desired SU is improved.

Fig.6 depicts that the average secrecy rate of the PU de-
creases with the increasing number of potential eavesdrop-
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pers. The higher energy transfer efficiency 7 can efficiently
improve the PU’s secrecy rate.

5 CONCLUSION

In this paper, we studied the security performance of the pri-
mary system in cloud-assisted CM2M networks when the
ST is a low-energy device and the SUs are the potential
eavesdroppers. We aimed to jointly design power splitting
and secure beamforming to maximize the secondary M2M
system data rate subject to the secrecy rate requirement of
the primary system and the ST power constraint. An op-
timization algorithm based on a two-stage procedure was
proposed to solve the complicated non-convex problem. Nu-
merical results demonstrated that, when the ST’s initial ener-
gy is at the low energy region, the proposed scheme achieves
a significant transmission rate of the secondary M2M system
while provides a high secrecy rate for the primary system
compared to the scheme without energy harvesting.

Appendix A
PROOF OF PROPOSITION 3.1

The Karush-Kuhn-Tucker (KKT) conditions of problem (P3)
are expressed as

A}W: =0, BiW} =0, (22)

First, we show that rank (W} ) = 1. The ST power con-
straint in (P3) is active with equality, it follows that the op-
timal dual variable 6 > 0. Since Hy, >~ 0 and H,, >~ 0, we
obtain rank (—A*Hj, — d; Hyy, — 6*I) = N. Moreover, since
rank(Hj,) < 1, it follows from (18) that rank (B}) > N — 1.
According to (22), we have rank (W;) =1.

Next, we prove the second part of Proposition 3.1. De-
fine

K
Ci = —A"Hy— BT Hy, + Y 0 Te Hyy, — 6°1, (23)
k=1

Then we have
1=C]+(A"+1)Hg, 24)

since 6 > 0, Hy = 0, H, = 0 and Hy, = 0, we have

rank (—},*HSS — ﬁ*prSp — G*I) = N. Without loss of gen-
erality, we define » = rank (Cj) and the orthonormal basis
of the null space of C} as Y € CV*N=7) guch that C;Y =0
and rank () =N —r. Let ;, € CV*!, 1 <t < N —r, denote
the ¢th column of T. We can express the optimal solution of
W as
N—r
W =Y amn +buu', (25)

t=1

where ¢, > 0,Vt, b >0and u € CN*!, |lu|| =1, u'T = 0.
Last, we prove the third part. For rank (W}) > 1, we
construct another solution of the relaxed version of (P3),

- N—r -

W, =W — ¥ amn, W, =Wj, £ = t*. Then substitut-
=1

ing them into the objective function and constraints in (P3)

which achieves the same optimal value as the optimal solu-

tion and satisfies all the constrains. Thus, (W;‘,W;,%*) is

also an optimal solution to (P3) but with rank (W) = 1.
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